eSafety

Responding to
online safety incidents

If anything in this presentation causes distress,
you are free to leave the room and follow up with
the appropriate supervisor or support service.
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Setting the context e —

5 QUICK EXIT
Report abuse Clic here to exit quickdy

browser history won't be cleared.
The eSafety Commissioner deals with 3 kinds of abuse.

Poll and discussion questions

Cyberbullying @ Image-based abuse (D Illegal and harmful content (O
[ ] [ ] L]

. W 0 t I n S 0 n I n e S a et S O u e ta u t I n If you are under 18 you can make a If an intimate image has been shared, or The Cyber Report team investigates
complaint about cyberbullying or online threatened to share it without your complaints and assists in getting
bullying. consent, you can make a report. content removed.

schools? Why?/Why not?

FAQ > FAQ > What we can investigate >

 Has anyone responded to an online safety incident
at school in the last 12 months?

Collecting Evidence > How we handle reports > What we can't investigate >

Are you an adult experiencing Staylng S afe

online abuse?

If you are aged 18 or over and are
being bullied or harassed online, we If you are in immediate danger or as risk of harm call triple zero (000), staying safe is

* Who knows about the eSafety Commissioner’s
° Learn more and connect with support.
reporting schemes?
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What are some of
our most common
online safety 1ssues
1n our school?

* Do you think these issues are different
in other schools?
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STATE oF
PLAY

Young people 8-17: Kids 8-12 yrs, Teens 13-17 yrs

Social exclusion
Threats and abuse
Damage to reputation

Fraud and viruses

Lack of consent

BUT

It's not aJ) bad news

in a positive way,

Managing 5

NEGATIVE experience
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Activity
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What would you do first 1f
faced with this scenario?

Things to consider:

e |s the student at risk of harm and if so, who needs to
be notified?

 Have you consulted your school’s policies/procedures?
Who in the school leadership team needs to be notified?

 What’s the story behind the incident?
 Where is the content hosted? How widely available is it?

* What might you see immediately?

 What might be long-term consequences for that student?

e Have the student’s vulnerabilities, needs, circumstances,

&> eSafetyeducation esafety.gov.au




What would you do first 1f
faced with this scenario?




Discussion

* Who agrees?

* Who would have done something different?
Why?

Important note

The student/s affected may experience anxiety, anger or distress.

It can be useful to involve a teacher or counsellor who the

student feels comfortable with to make the disclosure process \
easier. Throughout the process remember to remain calm,

reassuring and non-judgmental.
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How would you help
resolve the 1ssue?

Things to consider:

Can content be removed?

Is the student part of
the solution?

What does our student
wellbeing or acceptable
behaviour policy say?

Do all students feel safe
and supported?
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How would you help
to resolve the 1ssue?

Our group would...
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Discussion

Things to consider:

 Ensure all students feel safe and supported. Focus on
restoring relationships.
* Follow student wellbeing or acceptable behaviour policies.

Address behaviours and provide education about acceptable
use and respectful online behaviour.

 Attempt to have content removed.

Remember that there can be a fluid relationship
between the targeted person and the person accused
of the negative behaviour. Sometimes students move
from being the target to the instigator.

e Who agrees?

* Who would have done something different
and why?

e How would this work in our school?
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How to report

Who can report and what

|1 ’

Report c

the cyberbullying

m Material to the
ial di .

Social medja service Collect evidence
Copy URLs or take
Screenshots of the Materiag|

-

| 4

Block

the person and
/ talk to SOmeone
/ /

/ Yyou trust
Report it «» &
esafety.gov.au/report

If you are in immediate danger, call 000 (triple Zero)
If you need to talk to

/ le ) eSafetyCommissioner

esafety.gov.ay

esafety.gov.au
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What can we learn from
this incident?

-~

Things to consider: q
 What could I/we change to prevent something like this

from happening again?
 Is our record keeping adequate?
 Who was involved in the debrief?
 Has the behaviour stopped? ’ ’ | ‘ ‘
* Did we provide enough support? -~ h "
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What can we learn
from this incident?

Our group would...
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Discussion
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Wrap up

 What have you learnt today?

Do we need to change any of our processes or
policies?

Do we need more training in this area?

Check out the eSafety website

&> eSafetyeducation
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Key issues Educators

eSafetyeducation

Get it now!

A digital and social health
program for young people

FIND OUT MORE ~ —>
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Virtual classrooms

eSafety works with education

Trusted eSafety
Provider Program -

I want help with

Classroom
resources

Tools and online resources to hel
schools and educators create an
maintain safe online environments

&
School policies and
guidance

Online safety guidance and

supporting material | to assist
Australian school leaders.

@ Helpful Links
and popular topics

SEARCH REPORT ABUSE —>
i t us

ALL RESOURCES

N
i
i
s

Training for
professionals
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